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Our UniverseOutline
• Motivation for ML in HEP electronics  

• Fast ML Principles & Tools  
‣ Computing hardware  
‣ Quantization  
‣ Pruning  

• Examples  
‣ Anomaly triggers on FPGAs 
‣ Front-end ML on ASICs  
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Our UniverseThe Frontiers of High Energy Physics

+ theory & computing, 
advanced technology, 
& accelerators 



J. Gonski22 August 2024 4

Our UniverseThe Frontiers of High Energy Physics

+ theory & computing, 
advanced technology, 
& accelerators 

Maximize chances to 
discover new physics!
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HEP Environments
• Environments of high energy physics experiments are “extreme”

‣ Very high radiation doses 
‣ Extreme temperatures (cryogenic)  
‣ Very high data rates/density  
‣ Spatial constraints (no room for cooling)  
‣ Very low latencies 

• Many COTS hardware options don’t work for us; requires custom design

44

The Cutting Edge: MAPS

● Inner detectors in future high energy colliders require precise measurements with very low power/material 
budget

● Monolithic active pixel sensors (MAPS): silicon readout circuit and sensor all on the same substrate
● Lower sensor thickness, cost effective (no need for flip-chip bump bonding process)

42

Reconfigurable Logic on ASICs? 

❑ If I want to run ML on a chip that is going into the ATLAS cavern and 
has to stay there for ~20 years, I need some way to update the logic 
- Retraining → new weights/biases; evolution of architecture imposed 

❑ But, ASICs are “application-specific!” 

❑ Is it possible to perform reconfigurable digital logic on a chip? 
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Data Acquisition in HEP
• Heterogenous data pipelines process data from acquisition at-source to offline analysis  

‣ At colliders: trigger filters events to reduce very high data rates to manageable levels 

  
‣ Not viable depending on the type of detector, e.g. processing unique images from 1 

MHz X-ray pulses via LINAC Coherent Light Source (LCLS) @ SLAC  



J. Gonski22 August 2024 7

Data Acquisition in HEP
• Heterogenous data pipelines process data from acquisition at-source to offline analysis  

‣ At colliders: trigger filters events to reduce very high data rates to manageable levels 

  
‣ Not viable depending on the type of detector, e.g. processing unique images from 1 

MHz X-ray pulses via LINAC Coherent Light Source (LCLS) @ SLAC  



J. Gonski22 August 2024 8

Data Acquisition in HEP
• Heterogenous data pipelines process data from acquisition at-source to offline analysis  

‣ At colliders: trigger filters events to reduce very high data rates to manageable levels 

  
‣ Not viable depending on the type of detector, e.g. processing unique images from 1 

MHz X-ray pulses via LINAC Coherent Light Source (LCLS) @ SLAC  

Tough inference problems 
(classification, feature 

extraction, data 
compression, in real-time) 

motivate ML in DAQ 
electronics 
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Fast ML
• “Fast ML” = hardware acceleration of ML algorithms running in software to compile and 
operate in hardware platforms  

- Lower power, smaller footprint, faster inference time 
- Allows for advanced ML algorithms to run within HEP experimental data acquisition/
triggering scheme 

• Codesign: intrinsic development loop between algorithm and hardware design 

21

Codesign

Machine learning algorithm ←→ hardware platform
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Fast ML Principles & Tools
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Computing Hardware
• What computing to use? 

- GPUs can only get you down to ~O(ms) latencies…  
- But we need much faster!  

‣ LHC trigger level 1 ~ O(microseconds) 
‣ LHC front end ~ O(nanoseconds) 
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Computing Hardware
• What computing to use? 

- GPUs can only get you down to ~O(ms) latencies…  
- But we need much faster!  

‣ LHC trigger level 1 ~ O(μs) 
‣ LHC front end ~ O(ns) 

6

Why FPGAs?

❑ Latency = time to complete a calculation

❑ Throughput = data rate (data volume / unit time) 
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ASICs
• “Application specific integrated circuit”: set of electronic logical components etched into 

silicon 
• Optimized to do one specific calculation (but lowest power & highest speed)  

‣ Ex. in HEP: amplifier, shaper, analog-digital conversion at the front-end 
• Total control over design (no resources pre-allocated) 

‣ To run ML in an ASIC, you need to design the chip for a specific model (with some configuration) 
‣ Can be made radiation-hard (eg. through logical triplication of bits) 

34

ASICs in Extreme Environments: Radiation Tolerance

❑ High radiation dose over 
time can deform the silicon 
crystal lattice, transforming 
its electrical properties and 
making it less sensitive to 
the passing of charged 
particles 

❑ Very high energy particles 
can hit the transistor and 
change the bit values: 
“single event upsets” 
(SEUs)

- Fix: in circuit design, add 
triple modular 
redundancy so that 
each configuration bit is 
the result of 3 votes 

SEUs

Triplication 

5

What is an FPGA? 

❑ “Field Programmable Gate Array”: reprogrammable 
integrated circuits

❑ Contain many different building blocks (‘resources’) 
which are connected together as you desire

❑ Originally popular for prototyping ASICs, but now 
also for high performance computing

ATLAS LAr Calorimeter
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FPGAs
• “Field programmable gate array”: reprogrammable integrated circuit  
• Contain many different building blocks (‘resources’) which are connected together to 

efficiently perform calculation  
‣ Digital signal processors (DSPs): fast/efficient multiply-and-accumulate operations; 

scarcest resource for ML evaluation 
‣ Look-up tables (LUTs): perform arbitrary functions on small bit-width inputs (2-6)  

• Resource allocation cannot be dynamically remapped while running 

8

FPGA Components: Digital Signal Processors  

DSPs (Digital Signal Processor) 
are specialized units for 
multiplication and arithmetic

- Recall: 
“multiply-and-accumulate” is 
most utilized calculation for ML

- Faster and more efficient than 
using LUTs for these types of 
operations

- For Neural Nets, DSPs are 
often the most scarce

DSPLUT
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FPGA Components: Digital Signal Processors  

DSPs (Digital Signal Processor) 
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“multiply-and-accumulate” is 
most utilized calculation for ML

- Faster and more efficient than 
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often the most scarce

DSP
Neural Net MAC 
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Running ML on Hardware

20

Accelerating ML

Calculation Computational
Resources

How can I tweak my ML model to fit a set of computational 
resources without sacrificing performance? 
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Running ML on Hardware

20

Accelerating ML

Calculation Computational
Resources

How can I tweak my ML model to fit a set of computational 
resources without sacrificing performance? ➡How can I tweak my ML model to fit a set of computational resources without 

sacrificing performance where I need it? (latency, power efficiency…) 8

FPGA Components: Digital Signal Processors  

DSPs (Digital Signal Processor) 
are specialized units for 
multiplication and arithmetic

- Recall: 
“multiply-and-accumulate” is 
most utilized calculation for ML

- Faster and more efficient than 
using LUTs for these types of 
operations

- For Neural Nets, DSPs are 
often the most scarce

DSP
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Quantization 
• What is it? Minimize amount of computation needed to evaluate 

network by reducing number of bits that describe calculation inputs 
• How do I do it? Quantize model inputs, weights, and biases to lower 

precision 
‣ Baseline: 32-bit floating point precision 

‣ Quantized: N-bit fixed-point precision 

30

Ways to Accelerate ML Algorithms: Quantization

2004.09602

30

Ways to Accelerate ML Algorithms: Quantization

2004.09602

J. Duarte

https://indico.slac.stanford.edu/event/8784/attachments/4264/11466/SLAC_FPD_21May2024.pdf
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Post-Training Quantization

31

Post-Training Quantization

J. Duarte

• Post-training quantization (PTQ): quantize weights/biases on pre-
trained model 

• General strategy: avoid overflows in integer bit then scan the 
decimal bit until reaching optimal performance

J. Duarte

https://indico.slac.stanford.edu/event/8784/attachments/4264/11466/SLAC_FPD_21May2024.pdf
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Quantization Aware Training
• QKeras is a library to train 

models with quantization in 
training 

- Developed & maintained by 
Google 

•  Easy to use, drop-in 
replacements for Keras 
layers  

- e.g. Dense → QDense, 
Conv2D → QConv2D  

- Use ‘quantizers’ to specify 
how many bits to use where  

• With QAT, full performance 
achievable with 6 bits 
instead of 14 bits 

- Much smaller fraction of 
resources required

32

Quantization Aware Training (QAT)

J. Duarte

❑ QKeras is a library to train 
models with quantization in 
training 

- Developed & maintained by 
Google 

❑ Easy to use, drop-in replacements 
for Keras layers

- e.g. Dense → QDense, 
Conv2D → QConv2D

- Use ‘quantizers’ to specify 
how many bits to use where

- Same kind of granularity as 
hls4ml

❑ With QAT, full performance 
achievable with 6 bits instead of 
14 bits 

- Much smaller fraction of 
resources required  

2006.10159

J. Duarte

https://arxiv.org/pdf/2006.10159
https://indico.slac.stanford.edu/event/8784/attachments/4264/11466/SLAC_FPD_21May2024.pdf
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Pruning 
• What is it? Minimize number of calculations needed to 

evaluate network by removing low-impact nodes 
• How do I do it? Iterative training to downweight unimportant 

synapses  
‣ Ex: L1 regularization 

26

Impact of Pruning/Compression

J. Duarte

● Primary AI/ML computation is 
multiply-and-accumulate (MAC) 

○ Compute product of two numbers and add that 
product to an accumulator

● Usually done by a resource called a “digital 
signal processor” (DSP); often limiting 
resource

○ maximum use when fully parallelized
○ DSPs have a max size for input (e.g. 27x18 bits), 

so number of DSPs per multiplication changes 
with precision
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Pruning In Practice 

27

Impact of Pruning/Compression

J. Duarte

Fully parallelized 
(max DSP use)

compression

70% compression ~ 70% fewer DSPs

Number of DSPs available

● Primary AI/ML computation is 
multiply-and-accumulate (MAC) 

○ Compute product of two numbers and add that 
product to an accumulator

● Usually done by a resource called a “digital 
signal processor” (DSP); often limiting 
resource

○ maximum use when fully parallelized
○ DSPs have a max size for input (e.g. 27x18 bits), 

so number of DSPs per multiplication changes 
with precision

• Can significantly reduce valuable resources with ~minimal hit to performance 

J. Duarte

https://indico.slac.stanford.edu/event/8784/attachments/4264/11466/SLAC_FPD_21May2024.pdf
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High Level Synthesis 

21

Example #2: neural network inference 

precomputed and 
stored in BRAMs

DSPs logic cells 
(LUTs)

L1

Ln

LN

How many resources? DSPs, 
LUTs, FFs? 

Does the model fit in the 
latency requirements? 
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High Level Synthesis 

➡Frameworks (like hls4ml or SNL) allow you to 
compile your ML algorithm from python through 
C++ to a hardware description language (HDL)

21

Example #2: neural network inference 

precomputed and 
stored in BRAMs

DSPs logic cells 
(LUTs)

L1

Ln

LN

How many resources? DSPs, 
LUTs, FFs? 

Does the model fit in the 
latency requirements? 

https://fastmachinelearning.org/hls4ml/
https://arxiv.org/abs/2305.19455
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Examples from HEP
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Real-time Anomaly Detection
Specialized Hardware

Machine  
Learning

M.LIU

#Trending in Industry: Heterogeneous Computing 7

HARDWARE ALTERNATIVES �11

FPGAs

EFFICIENCY

Control 
Unit 
(CU)

Registers

Arithmetic 
Logic Unit 

(ALU) + + + +

+ +
+

Silicon alternatives

FLEXIBILITY

CPUs GPUs
ASICs

Advances driven by
big data explosion 
& machine learning 

L1 trigger On-detector  

electronics

Co-design tool: crucial for prototyping AI at edge solutions 
Algorithm hardware co-design for limited computing 

Prototype with manageable programming barrier for domain scientistsWhy do AD Online?
A simplified picture

AD here is still very interesting 
but doesn’t need new triggering 

strategy

Existing trigger 
thresholds

Existing

Triggers

BSM Signal?

~Energy

D. Rankin
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Fast ML 2023 15

• Shown is the event with highest 
anomaly score that is not triggered 
by the normal L1 menu.

• Ephemeral Zero Bias 2023 Run 367883.

• This is a very busy event with respect 
to the given the run condition

Event Display

• At L1, this event has 12 jets (of which 11 
has ET > 20 GeV), and 1 muon of 3 GeV.

• Offline construction identifies 7 
jets (PUPPI algorithm) with pT > 15 
GeV, and 1 muon.

• Has 75 reconstructed vertices
• Given the pile-up profile of the data taken 

in Run 2 and Run 3, this is highly unlikely.

CMS Most Anomalous Event

Fast ML 2023 1

Anomaly Detection in the CMS Global 
Trigger Test Crate for Run 3

Chang Sun
on behalf of the CMS Collaboration

➡ Proof of concept from 
CMS experiment 
already running in 
test crate in Run 3 [C. 
Sun] 

https://indico.cern.ch/event/1283970/contributions/5554350/attachments/2720710/4727877/axol1tl_fastml.pdf
https://indico.cern.ch/event/1283970/contributions/5554350/attachments/2720710/4727877/axol1tl_fastml.pdf
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VAEs for Anomaly Detection Triggers

• Propose variational autoencoder-
based AD at both L1 (hardware/~ 
few ns) and HLT (software/~few 
ms)  

• Latency < 25 ns requires 
considerable model compression 

‣ “Truncated” VAE: remove 
decoder  

‣ “Clipped” loss: only evaluate KL 
divergence terms using mean μ  

‣ At fixed<16,10> precision 
latency estimate in O(ns)! ✅

J. Gonski21 Sept 2022

Autoencoders for AD

5

•Autoencoder: generative model that encodes input in lower-dimensional 
latent space, decodes from latent space, and checks reconstruction error
•Variational autoencoder: perform Bayesian inference by sampling from a 
multivariate Gaussian latent space 
•Variational RNN: recurrent neural network (RNN) that updates a VAE latent 
space at each time step; accommodates variable-length input sequences VAE Cell

Hidden
layer 1

Input
layer

Latent
layer

Hidden
layer 2

Output
layer

µ

�

z = µ + �✏

x y

Figure 2. A Variational Autoencoder with a Gaussian latent space parametrization.

where ✏ is sampled from a unit isotropic normal distribution ✏ ⇠ N (0, 1) [10].

The VAE loss function includes both a reconstruction error term as well as an additional Kullback-
Leibler (KL)-Divergence term from a chosen prior distribution p(z) to the approximate posterior
distribution q(z|x):

L = |y � x|2 + DKL(q(z|x)||p(z)). (1.3)

For the prior, it is common to choose a unit isotropic Gaussian centered at the origin, as the KL-
Divergence from a Gaussian prior to a Gaussian approximate posterior takes on a closed form
solution [11].

Variational Autoencoders provide a number of improvements over standard Autoencoders, both as
generative models [10] and as anomaly detection tools [12]. The inclusion of a KL-Divergence
term in the loss function motivates the architecture to more appropriately model unique classes of
data. It also acts as another discriminatory metric, as anomalous elements are expected to have
both a large reconstruction error and a large KL-Divergence when compared to nominal elements.

While VAEs have shown promise in the task of jet-level anomaly detection, they have a number of
drawbacks. Most notably, VAEs are a fixed-length architecture, and cannot accommodate a variable
number of inputs. When modeling jets via their constituent four-vectors, it becomes necessary to
only process at most N constituents, and zero-pad the input layer when processing a jet with
a number of constituents less than N . In classifier models, this is common and benign, as the
loss function depends only on the output of the network and the ground truth that it is trying to
reproduce. However, in a VAE, the input layer’s neuron values are a part of its loss function (due to

– 4 –

Input Output

Encoder Decoder 

Unsupervised Machine Learning for Anomaly Detection
� Idea: Train a neural network to reconstruct its input

� Rarer events with notably different features will be less well reconstructed
� Can use reconstruction accuracy as an anomaly score

23

Anomaly Score

0 1
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– 4 –

Input Output

Encoder Decoder 

➡How to evaluate in < 25 ns? 

Unsupervised Machine Learning for Anomaly Detection
� Idea: Train a neural network to reconstruct its input

� Rarer events with notably different features will be less well reconstructed
� Can use reconstruction accuracy as an anomaly score

23

Anomaly Score
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• Propose variational autoencoder-
based AD at both L1 (hardware/~ 
few ns) and HLT (software/~few 
ms)  

• Latency < 25 ns requires 
considerable model compression 

‣ “Truncated” VAE: remove 
decoder  

‣ “Clipped” loss: only evaluate KL 
divergence terms using mean μ  

‣ At fixed<16,10> precision 
latency estimate in O(ns)! ✅

30

VAEs for Anomaly Detection Triggers



J. Gonski22 August 2024 31

ML at the Edge: eFPGAs

[2404.17701]

NOT FOR DISTRIBUTION JINST_012P_0524 v2

Figure 7. Block diagram of the 28nm CMOS ASIC design.

Figure 8. (Left) Photograph of the KCU105 development board with the custom FMC ASIC carrier with
ASIC wire bonded to it. (Right) Zoomed in photograph of the 28nm CMOS ASIC (1mm x 1mm).

4.3 Fabrication

The submission of this ASIC design to the TSMC 28nm MPW was completed in July 2023, and the
design was received in January 2024. Although the custom PCB carrier for the 28nm ASIC differs
from that of the 130nm ASIC, the majority of the firmware and software was adapted from the
previous project with minor modifications to incorporate streaming PGPv4 support, utilizing the
same KCU105 development board. A photograph showing the 28nm CMOS ASIC wire-bonded
to a custom PCB carrier, and the ASIC on the FMC card alongside the KCU105, can be seen in
Figure 8. The dimensions of the custom PCB carrier are 6.90 cm x 7.65 cm.

– 8 –

28nm eFPGA Testboard

• “Embedded” FPGAs: 
reconfigurable logic in ASIC design 
for configurability ease of FPGA 
with low power/footprint of chip 

• Open-source frameworks (eg. 
FABulous) allow for lowered barrier 
to entry for ASIC design!  

➡SLAC proof-of-concept for open-
source design tools for eFPGAs ✅  
‣ Next steps: eFPGAs for “extreme 

environments” (high radiation, 
cryogenics) 

Specialized Hardware

Machine  
Learning

M.LIU
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https://arxiv.org/abs/2404.17701
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Future Experiments 

Muon Collider

FCC

• Next-generation international HEP facilities will present even more data/electronics challenges  
- Future Circular Collider (FCC): 91km tunnel with expected exascale data rates in hadron-
hadron operation stage  

- Muon collider: real-time management of intense beam-induced and muon decay 
backgrounds  

- Deep Underground Neutrino Experiment (DUNE)/DM detection: precise/low-noise cryogenic 
readout 

DUNE
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Conclusions
• Machine learning and silicon microelectronics are key interdisciplinary 

technologies with entire industries of their own 
‣ Building the best particle physics instruments requires us to pull from the latest 

& greatest in these areas!  
• Fast ML in HEP electronics is a rapidly growing area of interest (with lots of 

room to contribute & easy access) 



34

Backup
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P5 2023

DRAFT Exploring the Quantum Universe: Pathways to Innovation and Discovery in Particle Physics

1: Introduction 2

1.1

Overview and Vision
Curiosity-driven research is at the core of particle physics, a field of science in which 
we study the building blocks of the subatomic world. In examining these point-like par-
ticles and their interactions, we decipher the quantum realm. We also look out into the 
universe, beyond the visible stars, by building instruments that can illuminate the hidden 
universe. By studying the very small and the very large, realms that are beyond the limits 
of human perception, we expand our understanding of the world around us and begin to 
grasp our place in the cosmos. Going beyond phenomena that we can probe using current 
experiments, we can use theoretical principles to test our current physics understanding 
and predict new particles and new phenomena; in this way we explore new paradigms 
in physics.

Within each of these broad themes, we identify compelling questions that define 
our priorities and drive what instruments we build and what experiments we design. 
These science drivers change over time, as new discoveries are made and our under-
standing deepens. 

Informed by the community-driven Snowmass planning process, we have identified 
a new set of three science themes and six science drivers. The drivers evolved from 
those of the previous decade.

Decipher  
the  
Quantum  
Realm

Elucidate the Mysteries  
of Neutrinos

Reveal the Secrets of  
the Higgs Boson

Explore  
New  
Paradigms  
in Physics

Search for Direct Evidence 
of New Particles

Pursue Quantum Imprints  
of New Phenomena

Illuminate  
the  
Hidden  
Universe

Determine the Nature  
of Dark Matter

Understand What Drives 
Cosmic Evolution



J. Gonski22 August 2024 36

P5 Project Recommendations

1. CMB-S4
2. DUNE Phase-II
3. Off-shore Higgs factory
4. Gen-3 direct detection DM (preferably US-sited)
5. IceCube-Gen2

Construction (Rec 2)

R&D (Rec 4) 

Ongoing (Rec 1)

• Cost-effective 10 TeV pCM collider: demonstrator within 10 years 
• Theory  
• General Accelerator R&D (GARD)  
• Instrumentation for scientific tools 
• Detectors for Higgs factory & 10 TeV pCM 
• Cyberinfrastructure/novel data analysis  
• Fermilab accelerator complex 

• HL-LHC
• Dune Phase 1 
• Vera Rubin/LSST 
• Smaller projects: ex. NOvA, IceCube, 

SuperCDMS, Belle II, LHCb, Mu2e, etc.
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Machine Learning & Anomaly Detection
• Collaboration: computer/data scientists with sophisticated 
machine learning algorithms for signal model-independent 
anomaly detection 

- Goal: identify features of the data that are inconsistent with a 
background-only model  

• Strategy: train an ML architecture to reconstruct its input 
- Unsupervised: train over unlabeled events (data) 
- Rarer events with unusual features will be poorly reconstructed 
→ reconstruction accuracy is a good discriminant

Unsupervised Machine Learning for Anomaly Detection
� Idea: Train a neural network to reconstruct its input

� Rarer events with notably different features will be less well reconstructed
� Can use reconstruction accuracy as an anomaly score

23

Anomaly Score

0 1
A. Kahn


